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Abstract

Modernization of the power system has gained substantial momentum in the last decade, especially
in terms of integration of renewable energy resources and automation. This has resulted in greater
dependency in real-time decision tools with two way communication. It is important to understand
the effect of decision tools and communication on reliable operation of the power system. This
talk focuses on developing reliability models for cyber-enabled power systems. Effects of
communication failure and decision manipulations on power system reliability computation is
presented. Finally, a three-layer approach based on physical layer, decision layer and
communication and coupling layer is presented for to reliability modeling and evaluation. The
cyber and power layers are interconnected by the information layer.
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